Many visually meaningful image encryption (VMIE) methods have been proposed in the literature using reference encryption. However, the most important problems of these methods are low visual quality and blindness. Owing to the low visual quality, the pre-encrypted image can be analyzed simply from the reference image and, in order to decrypt nonblind methods, users should use original reference images. In this paper, two novel reference image encryption methods based on the integer DWT (discrete wavelet transform) using 2 k correction are proposed. These methods are blind and have high visual quality, as well as short execution times. The main aim of the proposed methods is to solve the problem of the three VMIE methods existing in the literature. The proposed methods mainly consist of the integer DWT, pre-encrypted image embedding by kLSBs (k least significant bits) and 2 k correction. In the decryption phase, the integer DWT and preencrypted image extraction with the mod operator are used. Peak signal-to-noise ratio (PSNR) measures the performances of the proposed methods. Experimental results clearly illustrate that the proposed methods improve the visual quality of the reference image encryption methods. Overall, 2 k correction and kLSBs provide high visual quality and blindness.
Introduction
Nowadays, image processing has become one of the most important research areas in information security (Lee, 2014; Liu and Wu, 2011; Chang et al., 2008) . Data hiding, watermarking and cryptography methods have been generally used to provide information security of images (Chen et al., 2014; Peng et al., 2012; Prasanth Vaidya and Chandra Mouli, 2018) . The main purpose of data hiding is to embed the secret message into a cover image that looks innocent and protects it from attackers. Watermarking techniques are used for copyright protection and authentication. Image VMIE methods are proposed to increase confidentiality. These methods convert the image into a meaningful form. Noise-like, texture-like and visually meaningful encrypted images are shown in Fig. 1 (Dhall et al., 2018; Bao and Zhou, 2015; Kanso and Ghebleh, 2017; Yang et al., 2018) .
VMIE methods consist of two encryption phases, these are pre-encryption and reference image encryption. Pre-encryption methods generally produce noise-like encrypted images. In reference image encryption, a pre-encrypted image is embedded into wavelet sub-bands of the reference image. The wavelet transform has been widely used to transform images and there are integer versions of the wavelets. Therefore, lossless encryption methods have been proposed using integer wavelet transformations, which also provides robustness (Bao and Zhou, 2015; Kanso and Ghebleh, 2017; Yang et al., 2018) . Hence, the wavelet transformation is used for reference image encryption. Any robust and integer transformation can be used in reference image encryption. In this phase, wavelet sub-bands such as Low-High (LH), High-Low (HL) and High-High (HH) are used to achieve high visual quality (Liu and Wu, 2011; Avci et al., 2016) .
Three important VMIE methods were proposed in the literature. These are the Bao and Zhou (BZ) (Bao and Zhou, 2015) , Yang et al. (Yang et al., 2018) as well as Kanso and Ghebleh (KG) (Kanso and Ghebleh, 2017) methods. The main problems involved in these methods are as follows:
• The BZ method (Bao and Zhou, 2015) is the first VMIE method. The pre-encrypted image is embedded into HL and HH sub-bands but any of the data hiding methods is not used. Thus, the visual quality of this method is low. • In order to improve visual quality of the BZ method, Yang et al. (2018) proposed a VMIE method. The pre-encrypted image is embedded into LH, HL and HH sub-bands. However, the original reference image is required to decrypt the encrypted reference image. Thus, this method has non-blind reference image decryption. • The KG method (Kanso and Ghebleh, 2017 ) is a reference image encryption method using data hiding. However, an optimum visual quality value is not obtained in this method because the authors embedded 3, 3 and 2 bits into LH, HL and HH sub-bands respectively. 2 k correction was not used in their method.
Motivations of this paper are the following. The problems of VMIE are given as above. As we know from the literature, VMIE methods generally use either 2 or 3 wavelet sub-bands. To use optimal bands with optimum and simple methods, two novel reference image encryption methods are presented. The main characteristics and contributions of the proposed methods are listed below:
• 2 k correction methods are used for increasing the visual quality in the proposed methods. • Optimal DWT sub-bands are selected to increase imperceptibility. • Two novel reference image encryption methods are presented to solve the visual quality problem of the previously presented VMIE methods. • The presented methods have short execution times.
This situation demonstrate that these methods can be easily used in real world applications. • To the best of our knowledge, this is the first article about reference image encryption using the 2 k correction method up to now.
The abbreviations used in this article are as follows: 2D DWT: two-dimensional discrete wavelet transform, PE: pre-encryption function, E: encryption function, RE: reference image encryption, I: image, LL: low-low sub-band, LH: low-high sub-band, HL: high-low sub-band, HH: high-high sub-band.
The structure of rest of this article is as follows. In Section 2, we characterize three state-of-the-art reference image encryption methods of VMIE. The 2 k correction method is explained in Section 3. The proposed reference image encryption methods are presented in Section 4. Results and discussions are given in Section 5 and, finally, conclusions are given in Section 6.
Related works
In this section, popular and previously presented VMIE methods in the literature are reviewed. VMIE methods generally consist of pre-encryption and reference image encryption. The general graphical outline of VMIE methods is shown in Fig. 2 .
The general mathematical description of the VMIE is given by P = PE(I, K 1 ).
(1)
where I is original image, P is the pre-encrypted image, E is the final encrypted image, K 1 is the key of the pre-encryption method, K 2 is the key of reference image encryption and K 2 is used for integer wavelet filter selection, PE(·) is the pre-encryption function, RE(·) is the reference image encryption function, PD(·) is the pre-decrypted function and RD(·) represents the reference the image decryption function. These equations define pre-encryption, reference image encryption, reference image decryption and pre-image decryption, respectively. These methods use two keys. The first key is used for encryption and decryption of the pre-image and the second key is utilized for reference image encryption and decryption.
The mathematical description of the non-blind reference image decryption is
Reference image encryption methods are similar to data hiding methods. Therefore, visual quality is used for evaluating these methods because imperceptibility is very important for reference image encryption methods (Ghebleh et al., 2014; Dhall et al., 2018; Bao and Zhou, 2015; Kanso and Ghebleh, 2017; Avci et al., 2016) .
Bao and Zhou method.
This method is the first known VMIE method (Bao and Zhou, 2015) . It consists mainly of pre-encryption and reference image encryption sections. In this method, it is clearly shown that the pre-encryption method can use one of the secure image encryption methods in the literature. The originality of the method is reference image encryption. The reference image encryption method of the BZ technique is given as Algorithm 1.
Reference image decryption of the BZ method is mathematically described by
where DWT2(·) is the integer 2D DWT (Faragallah, 2013) . Equations (6) and (7) show that the BZ method has a blind decryption scheme. K 2 represents the key of the wavelet filter. There are 37 integer wavelet filters. One of them is selected using this key, because the original Algorithm 1. Reference image encryption of the BZ method.
1: Apply the integer 2D DWT to the reference image (R) and obtain LL, LH, HL and HH sub-bands using K 2 .
2: for i = 1 to W do 3: for j = 1 to H do 4:
HH i,j = P i,j (mod 10) 6: endfor 7: endfor 8: Apply the inverse integer 2D DWT and obtain the final cipher image E. reference image is not required by the original reference image decryption method.
Kanso and Ghebleh method.
A reference image encryption method based on kLSBs was proposed by Kanso and Ghebleh (2017) . The KG method consists of integer 2D DWT, bit division of the pre-encrypted image, pre-encrypted image embedding into wavelet sub-bands of the reference images using 2LSBs and 3LSBs. The pseudo-code of reference image encryption of the KG method is listed in Algorithm 2.
There are two steps of the reference image decryption of the KG method:
Step 1: Apply (6) Step 2: Use P = (LH(mod 8)) × 2 5 + (HL(mod 8)) × 2 2 + HH(mod 4).
to extract pre-encrypted image to final encrypted image.
The KG method has a blind reference image decryption function.
Yang et al. method.
Another VMIE method was proposed by Yang et al. (2018) . Its main purpose is to eliminate the texture feature in visually meaningful cipher images. Reference image encryption of this method consists of the integer 2D DWT, digit separation of pixel values of the pre-encrypted image and digits embedding into LH, HL and HH sub-bands of the reference image. However, the data hiding method used in this technique is not blind because reference image decryption of the Yang et al. method HH E are integer wavelet sub-bands of the final encrypted image. This method is superior to the BZ method in terms of the visual quality but decryption of this method is not blind.
2 k Correction
The 2 k correction method is one of the methods used to increase the visual quality in data hiding. This method increases the visual quality of kLSBs (k least significant bits) data hiding methods. The mathematical description of the 2 k correction is the following (Sun, 2016) :
where SP is the stego pixel value, OP is the original pixel value, NSP is the new stego pixel and SD means secret data, LB is a lower bound and UB is an upper bound. Equation (12) defines and Eqn. (13) defines the kLSBs 2 k correction. The advantage of 2 k correction is given in the following example.
Example 1. Assume that a pixel value is 201 and secret data is 5. If these secret data are embedded into this pixel value using 3LSBs, the stego pixel is calculated as 201/2 3 × 2 3 + 6 = 206. If the 2 k correction method is applied to the stego pixel, the new stego pixel is calculated as 206 − 8 = 198. The difference between the original pixel and the stego pixel is |201 − 206| = 5 and the difference between the original pixel and new stego pixel is |201−198| = 3. This example shows that the difference between the new stego pixel and the original pixel is smaller than the difference between the stego pixel and the original pixel and that higher imperceptibility can be achieved using the 2 k correction method.
Proposed blind reference encryption methods
The reference image encryption methods are divided into two sub-groups according to the wavelet sub-bands used.
In the first group, HL and HH sub-bands are used for pre-encrypted image embedding and LH, HL and HH sub-bands are used in the second group. Thus, two novel reference image encryption methods are proposed for VMIE in this paper. The main objective of these methods is to achieve blind reference image encryption with high visual quality. The proposed methods are called as Scheme 1 and Scheme 2. Scheme 1 consists of bit separation of the pre-encrypted image, the integer 2D DWT, embedding pre-encrypted image bits into HL and HH sub-bands by 4LSBs and 2 4 corrections. Scheme 1 is similar to the BZ method. Scheme 1 achieved optimum visual quality using 4LSBs and 2 4 corrections together for HL and HH sub-bands. Scheme 2 is similar to Scheme 1 but it divides the pre-encrypted image pixels into 2, 3 and 3 bits and these bits are embedded into LH, HL, HH sub-bands, respectively. Finally, 2 2 , 2 3 and 2 3 corrections are applied to stego LH, HL and HH sub-bands. The main purpose of Scheme 2 is to achieve better visual quality than for the Yang et al. and KG methods because these methods used LH, HL and HH sub-bands, too. Schemes 1 and 2 are described in Sections 4.1 and 4.2, respectively.
Scheme 1.
The main objective of this method is to achieve a more successful reference image encryption method by modifying the BZ reference image encryption method. Scheme 1 consists of MSB and LSB separation, integer the 2D DWT, pre-encrypted image embedding by 4LSBs and 2 4 corrections. Block diagram of Scheme 1 is shown in Fig. 3 . The pseudo code of Scheme 1 is shown as Algorithm 4.
Steps of the decryption of Scheme 1 are as follows:
Step 1: Apply the integer 2DDW T to the final encrypted image using K 2 and obtain LL, LH, HL and HH.
Step 2: Use P = 16 × (HL(mod 16)) + HH(mod 16) (14)
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T. Tuncer et al. and obtain the pre-encrypted image.
Scheme 2.
The main objective of this method is to propose a more successful and blind method by modifying reference image encryption of the Yang et al. and KG methods and it is also aimed to achieve superior visual quality to the previously presented method using the 2 k correction method. Scheme 2 consists of the integer 2D DWT, pre-encrypted image embedding into reference image using 2LSBs, 3LSBs and 2 2 , 2 3 corrections. The graphical representation of Scheme 2 is shown in Fig. 4 . The pseudo code of Scheme 2 is shown as Algorithm 5.
Step 1: Apply the integer 2D DWT to the final encrypted image using K 2 and obtain LL, LH, HL and HH using (6).
Step 2: Decrypt the final encrypted image using P = 64 × (LH(mod 4)) + 8 × (LH(mod 8)) + HH(mod 8).
(15)
Experimental results and a discussion
Visual quality and execution time are used to test the performance of the methods. To obtain the results, randomly generated data are used as the pre-encrypted image and these are embedded into the test reference images because most pre-encryption methods transform the original image into a noise-like form. The reference image data set used is given in Fig. 5 . 
6:
Apply 2 4 correction to HL i,j and HH i,j 7: endfor 8: endfor 9: Apply the inverse integer 2D DWT and obtain the final cipher image E.
In this paper, we proposed two reference image encryption methods. Therefore, we are not interested in the pre-encryption method. 256 × 256 random generated images are utilized as pre-encrypted images and these are embedded into the reference images, which are shown in Fig. 5 . These tests were implemented 100 times.
5.1.
Visual quality. In order to evaluate imperceptibility, peak signal-to-noise ratio (PSNR) is generally used in the literature (Tanchenko, 2014) ,
Scheme 1 and the BZ method used HL and HH sub-bands to embed the pre-encrypted image. Therefore, these methods are compared with each other and the PSNR values of these methods are listed in Table 1 . Table 1 shows results of Scheme 1 and the BZ method. As can be seen from these results, the proposed method achieved an approximately 7 dB higher PSNR value. These results clearly proved the success of the 2 k correction. Table 2 lists the PSNR values of the Yang et al., KG and Scheme 2 methods. Because these methods use LH, HL and HH sub-bands to embed pre-encrypted images into reference images. Table 2 , the proposed Scheme 2 is compared to 2 state-of-the-art methods. Our approaches achieved approximately a 6 and 4 dB higher PSNR value than the KG (Chen et al., 2004) and the Yang et al. method, respectively. These results prove the success of optimal sub-band selection and 2 k correction on reference image encryption. Image PSNR (dB) Yang et al. method (Bao and Zhou, 2015) KG VMIE method (Dhall et al., 2018) The PSNR values produced by all the methods are shown in Fig. 6 .
As shown in
The structural similarity (SSIM) is one of the widely used performance evaluation metrics. It is defined as
whereR,Ē, σ R , σ E are the mean value of the reference image, the mean value of the encrypted image, the standard deviation of the reference image and the standard deviation of the original image respectively; c 1 and c 2 are constants. SSIM(·, ·) is the structural similarity function.
The SSIM values of Schemes 1 and 2 are listed in Table 3 . As shown in Table 3 , the average SSIM value of Schemes 1 and 2 are approximately 0.85 and 0.70, respectively. To calculate these values, the proposed methods were executed 100 times.
Visual quality experiments clearly showed that the best method using two wavelet bands is Scheme 1 and the best method using three wavelet bands is Scheme 2. Scheme 2 is similar to the KG method but Scheme 2 has better visual quality than the KG method. There are two main reasons to achieve better visual quality than the 
7:
Apply 2 2 correction on the LH i,j and 2 3 correction on the HL i,j , HH i,j 8: endfor 9: endfor 10: Apply the inverse integer 2D DWT and obtain the final cipher image E.
KG method. These are using the 2 k correction method and selection of optimum sub-bands to pre-encrypted image embedding. Scheme 2 embeds 2, 3 and 3 bits of pre-encrypted data into the LH, HL and HH sub-bands, respectively, whereas the KG method embeds 3, 3 and 2 bits data into the LH, HL and HH sub-bands respectively. Also, Chai et al. (2017) proposed a discrete cosine transform based VMIE method and their best PSNR value was calculated as approximately 36 dB. These results clearly demonstrated that the presented 2 k correction based methods are the best reference image encryption methods among these methods in view of the imperceptibility.
Execution time.
One of the important parameters used to evaluate the image encryption methods is execution time. The performance characteristics of the laptop used in simulations are listed in Table 4 . Execution times of reference image encryption with 512 × 512 size of images are shown in Table 5 . Each method was run 30 times for each test images to calculate execution times and the average execution times are shown in Table 5 .
The results in Table 5 show that Schemes 1 and 2 have shorter execution times. Also, the computational complexity of the proposed 2 k correction based methods are calculated as O(n 2 ). The space complexities of these methods have been calculated in Algorithms 6 and 7.
The results clearly demonstrate that the proposed methods have low computational complexities. Therefore, the proposed reference encryption methods are fast and they can be used in the real-world applications to create VMIE. 
